


DATA PROCESSING AGREEMENT 
This Data Processing Agreement (“DPA”) is entered into by and between [EDUCATIONAL INSTITUTION NAME] (“Institution”) and any affiliated entities receiving Services under this DPA and Telo AI, Inc. (“Telo AI”). Institution and Telo AI are sometimes referred to herein individually as a “Party” or, collectively, the “Parties.” 
1. PURPOSE AND SCOPE

1.1 Agreement Purpose. This DPA governs the use, protection, and Processing of Personal Information (as hereinafter defined), by Telo AI when providing educational technology services, as outlined in Section 1.2 of this DPA (“Services”), to the Institution in compliance with Applicable Privacy Laws (as defined below). 

1.2  Services Covered. This DPA covers all Telo AI services including, but not limited to:
· AI-powered classroom assistance and educational content generation;
· Student learning analytics and progress tracking;
· Adaptive learning pathway creation; 
· Real-time assessment and feedback systems; 
· Educational robotics and interactive learning tools;
· Platform usage analytics and reporting; and 
· Any other product or services outlined in an underlying service agreement, purchase order or order form between the Parties.
2. DEFINITIONS
“Applicable Privacy Laws” means as applicable and binding on the Parties (a) any federal, state or local laws of the United States, or regulations governing the protection or privacy of Personal Information including, but not limited to, (a) the Family Educational Rights and Privacy Act, 20 U.S.C. § 1232g and 34 CFR Part 99 (“(FERPA”); (b) U.S. state comprehensive privacy laws such as the California Consumer Privacy Act of 2018 (Cal. Civ. Code §§ 1798.100 et seq.), and as may be amended, supplemented, or otherwise modified from time to time, including by virtue of the California Privacy Rights Act and its implementing regulations (collectively the “CCPA”); New Jersey Privacy Act (“NJPA”); and (c) any applicable laws replacing, amending, extending, re-enacting or consolidating any of the above laws from time to time.
“Authorized Users” Telo AI employees, contractors, and agents who require access to Institution Data to provide services under this DPA.
“Education Records” means records directly related to students maintained by the Institution or by a party acting for the Institution, as defined in 34 CFR 99.3.
“Institution Data” means all (i) Education Records and (ii) Personal Information provided by Institution and transmitted to, stored, or Processed by Telo AI under this DPA.
“Legitimate Educational Interest” means the need to access, review, use or disclose Institution Data to fulfill professional responsibilities, promote the educational mission, support instruction and student services, operate and improve school programs, or maintain a safe and effective learning environment in providing educational services to students as authorized by the Institution.
“Personal Information” means information that identifies, relates to, describes, is reasonably capable of being associated with, or could reasonably be linked, directly or indirectly, with a particular individual or household (“data subject”), or that is otherwise deemed personal information under Applicable Privacy Laws, that Telo AI receives, maintains, Processes or otherwise has or gains access to in connection with the Services (including, but not limited to, the definition of “personal data”  “personally identifiable information” or other similarly defined terms in Applicable Privacy Laws).
“Process” or “Processing” means any operation or set of operations which is performed on Personal Information or on sets of Personal Information whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction. 
“Security Incident” means (a) any actual compromise of either the security, confidentiality, or integrity of Institution Data or the physical, technical, administrative, or organizational safeguards put in place by Telo AI, that relate to the protection of the security, confidentiality, or integrity of Institution Data. Without limiting the foregoing, a compromise shall include any unauthorized access to or disclosure or acquisition of Institution Data. Security Incident includes, but is not limited to, any “breach of the security of the system”, “breach of personal data”, or “loss of personal data”  as defined under Applicable Privacy Laws. 
“Service Agreement” shall mean the underlying agreement executed by and between the Parties for Telo AI products and services (including the Services defined in Section 1.2 of this DPA). 
“Share” means sharing, renting, releasing, disclosing, disseminating, making available, transferring, or otherwise communicating orally, in writing, or by electronic or other means, Personal Information to a third party for cross-context behavioral advertising.
“Subcontractors” means any third party engaged by Telo AI to Process any Personal Information relating to this DPA  (including the term “Sub-processor” or a similarly defined terms as defined in Applicable Privacy Laws).

3. ROLES
3.1 Processing Roles. The Parties agree that for purposes of compliance with the Applicable Privacy Laws, Institution operates as a “controller” or equivalent term as such  terms are defined in Applicable Privacy Laws and Telo AI operates as a “processor” or equivalent term as such terms are defined in the Applicable Privacy Laws. 

3.2 FERPA Designations. To the extent Institution is an educational institution subject to FERPA and determines that Telo AI is a “school official” for purposes of 34 CFR §99.31(a)(1)(i)(B), Telo AI will comply with its obligations thereunder by complying with the terms of this DPA.
4. DATA COLLECTION AND USE

4.1 Compliance. Telo AI shall comply with Applicable Privacy Laws and Process all Personal Information consistent with the restrictions and obligations on processors set forth in Applicable Privacy Laws. In the event that Telo AI determines that it can no longer meet its obligations under this DPA, Telo AI shall notify Institution, in writing.

4.2 Permissible Processing. Telo AI shall Process Personal Information only (i) for the purposes set forth in this DPA, (ii) in accordance with any other documented instructions provided by Institution, and (iii) in compliance with Applicable Privacy Laws. Institution hereby instructs Telo AI to Process Personal Information in accordance with the foregoing and as set forth in Schedule A herein.

4.3 Prohibited Uses of Personal Information. Telo AI may retain, use or disclose Personal Information as allowed by Applicable Privacy Laws. However, Telo AI will not:
4.3.1 sell, rent, release, disclose, disseminate, make available, transfer, or otherwise communicate the Personal Information to another business or a third party for monetary or other valuable consideration;
4.3.2 Share Personal Information to another business or a third party;
4.3.3 [bookmark: _Hlk219771289]retain, use, or disclose the Personal Information outside the direct business relationship between Institution and Telo AI, or for any purpose other than those allowed by Applicable Privacy Laws or for the purposes specified in this DPA, specifically Schedule A;
4.3.4 [bookmark: _Hlk219771372]Process Personal Information contrary to Institution’s Legitimate Educational Interest, unless required to do so by applicable law, including Applicable Privacy Laws; 
4.3.5 [bookmark: _Hlk219771401]retain, use or disclose the Personal Information outside the direct relationship between Institution and Telo AI; or
4.3.6 combine the Personal Information that Telo AI receives from, or on behalf of, Institution with Personal Information that it receives from, or on behalf of, another person or business or the Personal Information that Telo AI collects from its own interaction with customers, unless otherwise stated by Applicable Privacy Laws.  

4.4 Aggregated Data. Nothing in this Section 4 prohibits Telo AI from using, disclosing, or combining aggregated data or deidentified data (as defined under Applicable Privacy Laws) provided under this DPA for its own lawful purposes. Telo AI shall not, however, attempt to reidentify any aggregated or deidentified data, nor engage in any activity that is reasonably likely to result in the reidentification of such data or the disclosure of Personal Information.

5. FERPA ACKNOWLEDGMENT 

Telo AI recognizes that Institution is an education institution subject to FERPA and that Telo AI may have access to student Personal Information during the performance of the Services. Telo AI agrees that it is a “School Official” (as that term is used in FERPA 34 CFR §99.31(a)(1)(i)(B)) with a Legitimate Educational Interest, and therefore, regarding any data that is protected by FERPA, Telo AI shall reasonably comply with the obligations of a School Official required thereunder. Telo AI will use Institution Data only to fulfill the purposes of this DPA.  Telo AI will keep secure and will not sell, Share, or disclose, Institution Data to any third party unless required by law or as needed to fulfill its duties and obligations under this DPA. As between Telo AI and Institution, all Institution Data is owned exclusively by Institution. Telo AI shall use industry standard security measures, in accordance with Section 7 of this DPA. Telo AI is limited by the requirements of FERPA, 34 C.F. R. Section 99.1 et seq. governing the use and re-disclosure of Personal Information from education records. 

6. INSTITUTION OBLIGATIONS
6.1 Institution shall, in its use of the Services, comply with all Applicable Privacy Laws. For the avoidance of doubt, Institution’s Processing instructions to Telo AI for the Processing of Personal Information must comply with all Applicable Privacy Laws. In addition, Institution shall have sole responsibility for the accuracy, quality, and legality of Personal Information Institution provides and the means by which Institution acquired the Personal Information, including providing any required notices to, and obtaining any necessary consent from, its students, parents, teaches, educational professionals, data subjects, employees or contractors who qualify as end-users for the Services. Should Institution learn that it has provided Personal Information under this DPA that may not be shared pursuant to a consent, data privacy notice, or applicable law, Institution shall promptly notify Telo AI in writing at privacy@mytelo.ai, without unreasonable delay, that the affected Personal Information be deleted as required. Institution further acknowledges and agrees that:
6.1.1 Telo AI shall not be liable for the Processing of any Personal Information in which Institution failed to (i) obtain consent from or provide proper notice to the relevant data subject or (ii) possess a lawful basis to Process such Personal Information. Additionally, Institution shall comply with (a) the obligations of a data controller or equivalent term (as these terms are defined under applicable laws) under all Applicable Privacy Laws; and (b) all terms of this DPA; and
6.1.2 Institution’s failure to comply with the obligations under this Section shall be a material breach of this DPA. Upon such breach, Telo AI may immediately cease Processing of any Personal Information under this DPA. Telo AI shall also be entitled to all remedies available under this DPA and applicable law.

7. DATA SECURITY AND PROTECTION

7.1  Security Measures. Telo AI will implement and maintain appropriate technical, physical, and administrative safeguards designed to reasonably protect the confidentiality, availability, integrity, and resiliency of the Personal Information, including:

7.1.1 Technical Safeguards
· Encryption of Institution Data in transit and at rest (minimum AES-256)
· Multi-factor authentication for system access
· Role-based access controls and least privilege principles
· Regular security vulnerability assessments and penetration testing
· Automated security monitoring and intrusion detection
· Secure APIs and data transmission protocols
7.1.2 Physical Safeguards
· Restricted access to data centers and server locations
· Environmental controls and monitoring systems
7.1.3 Administrative Safeguards
· Annual FERPA training for all Authorized Users
· Background checks for employees with Institution Data access
· Security Incident response procedures and data breach protocols
· Regular security audits and compliance assessments
· Data retention and disposal policies
· Business continuity and disaster recovery plans
7.2 Access Controls. Telo AI will limit access to Personal Information to (i) those Authorized Users who require Personal Information access to meet Telo AI’s obligations under this DPA; and (ii) the part or parts of the Personal Information that those Authorized Users strictly require for the performance of their duties. Telo AI will ensure that all Authorized Users: (a) are informed of the Personal Information’s confidential nature and use restrictions; (b) have undertaken training on Applicable Privacy Laws relating to handling Personal Information and how it applies to their particular duties; and (c) are aware both of Telo AI’s duties and their personal duties and obligations under the Applicable Privacy Laws, and this DPA.

8. SUBCONTRACTORS

8.1 Authorization for Subcontractors. Institution hereby expressly consents to Telo AI engaging Subcontractors to Process Personal Information provided that: (i) any Subcontractors used by Telo AI must execute written agreements with data protection terms no less protective as the terms contained in this DPA; (ii) Telo AI remains responsible for any breach of this DPA that is caused by an act, error, or omission of such Subcontractor; (iii) Telo AI will provide Institution with an updated list of Subcontractors upon Institution’s written request.

8.2  Subcontractor List. Telo AI’s current list of Subcontractors is in Schedule A to this DPA. 

9. INTERNATIONAL DATA TRANSFERS
Telo AI agrees to Process and store Personal Information in the United States only. No Institution Data will be transferred outside the United States without explicit written consent from Institution. Any international transfers must comply with Applicable Privacy Laws.
10. DATA RETURN OR DELETION
Upon termination of this DPA or upon Institution's written request, Telo AI will return or securely dispose of Institution Data in its possession and notify Institution that such data has been returned to Institution or disposed of securely. If Telo Ai is not reasonably able to return or securely dispose of Institution Data, including, but not limited to, Institution Data stored on backup media, Telo AI will continue to protect such Institution Data in accordance with the terms of this DPA until such time that Telo AI can reasonably return or securely dispose of such Institution Data.
11. DATA SUBJECT RIGHTS AND ASSISTANCE

11.1 Assistance. Telo AI agrees to cooperate with Institution in responding to any applicable data subject requests pertaining to the access, restriction, limitation or deletion of the Personal Information. Telo AI shall also reasonably assist Institution with meeting Institution’s compliance obligations under all Applicable Privacy Laws, taking into account the nature of Telo AI’s Processing and the information available to Telo AI.

11.2 Requests from Data Subjects. If a known Institution data subject submits a request directly to Telo AI relating to Personal Information, Telo AI shall (i) direct the data subject to Institution and (ii) advise Institution, in writing, of the request without unreasonable delay. 

12. SECURITY INCIDENT RESPONSE AND PROCEDURES 

12.1 Notification. Telo AI will notify Institution, in writing, of a Security Incident as soon as reasonably practicable after Telo AI becomes aware of it. The notification will include, at least, the following information: (i) nature of the incident; (ii) the Personal Information compromised or involved in the Security Incident; (iii) initial recommendations to protect data subject’s rights; (iv) corrective actions initially implemented. The Parties agree that Telo AI’s notice of a Security Incident outlined in this DPA shall not be construed as Telo AI’s admission of liability for the Security Incident. 

12.2 Coordination. Immediately following Telo AI’s notification to Institution of a Security Incident, the Parties will coordinate with each other, as necessary, to investigate the Security Incident and Institution will take all actions as may be required under Applicable Privacy Laws in remediating the impacts of the Security Incident and meeting all of its obligations under such Applicable Privacy Laws.

12.3 Media and Communication. All external communications regarding a Security Incident will be coordinated between Telo AI and the Institution to ensure consistent messaging and compliance with legal requirements.

13. AUDITING AND COMPLIANCE MONITORING

13.1 [bookmark: _Hlk219770772][bookmark: _Hlk219771788][bookmark: _Hlk176885470][bookmark: _Hlk176885503][bookmark: _Hlk176885675][bookmark: _Hlk190819732][bookmark: _Hlk176885717][bookmark: _Hlk176885750]Audit Right. Upon Institution’s written request, Telo AI shall provide Institution at least once every 12 months, written confirmation that Telo AI has complied with the requirements of this DPA. Furthermore, Institution reserves the right, at Institution’s sole expense and upon written notice, to perform, or engage a third party to perform, an audit of Telo AI pursuant to this DPA to ensure that technical organizational measures and security controls are operating adequately. Telo AI shall allow for, and contribute to such reasonable audits, assessments, and inspections by Institution or another auditor designated and mandated by Institution, subject to Institution: (i) giving Telo AI at least thirty (30) days prior written notice of such audit, assessment or inspection being required by Institution; (ii) ensuring that all information obtained or generated by Institution or its auditor(s) in connection with such audits, assessments or inspections is kept strictly confidential and saved for disclosure to a regulator or as otherwise required by applicable law; (iii) ensuring that such audit, assessment or inspection is undertaken during normal business hours, with minimal disruption to Telo AI’s business, Subcontractors’ business, or the business of other clients of Telo AI; (iv) guaranteeing that no more than one audit, assessment or inspection is conducted per calendar year, unless otherwise required by Applicable Privacy Law; and (v) providing, at no charge to Telo AI, a full copy of all findings of the audit.  

13.2 [bookmark: _Hlk213843102]Audit Alternatives. Institution acknowledges and agrees a request for an audit or inspection under this Section may be satisfied by the provision of a recent third-party attestation addressing relevant controls (e.g., ISO 27001 or SOC 2 report) or a completed due diligence questionnaire, unless such mechanisms are insufficient to comply with Applicable Privacy Laws.

14.  TERM AND TERMINATION

14.1 Term. This DPA shall expire upon the later of (a) the termination of the Service Agreement, (b) cessation of any processing of Institution Data by Telo AI on behalf of Institution pursuant to the provision of the Services, or (c) delivery of written notice of termination of the Service Agreement from one Party to the other. 

14.2 Termination Rights. Either party may terminate this DPA (i) for material breach, with 30 days written notice and opportunity to cure; (ii) immediately for violation of data security or privacy requirements under Applicable Privacy Laws; or (iii) upon termination of the Service Agreement.

15. LIABILITY AND INDEMNIFICATION 

15.1 Mutual Indemnification. The Parties agree that the indemnification and limitation of liability terms set forth in the Service Agreement shall govern this DPA.

16. GENERAL PROVISIONS

16.1 Governing Law. This DPA will be governed by the laws of Delaware and applicable federal law, including FERPA. The Parties hereto hereby irrevocably submit to the exclusive jurisdiction of any federal or state court located in Delaware over any dispute arising out of or relating to this DPA and each Party hereby irrevocably agrees that all claims in respect of such dispute or any suit, action proceeding related thereto may be heard and determined in such courts.  
16.1.1 Public Sector Exception. Notwithstanding the foregoing, if Institution is a public educational institution or other governmental entity subject to laws that prohibit or restrict the application of Delaware law or venue outside of its state, then this DPA shall be governed by the laws of the state in which Institution is located, and any legal action or proceeding shall be brought in a court of competent jurisdiction within such state, but only to the extent required by applicable law.

16.2 Independent Contractors. The relationship between the Parties shall be that of independent contractor. Nothing herein shall be construed as creating or constituting the relationship of employer/employee, franchisor/franchisee, principal/agent, partnership, or joint venture between the Parties. 

16.3 Third Party Beneficiaries. Nothing in this DPA, express or implied, shall confer or be deemed to confer upon any person or entity not a party to this DPA any legal or equitable right, benefit or remedy of any nature whatsoever under or by reason of this DPA.  

16.4 Force Majeure. If either Party is unable to perform its obligations under this DPA due to causes beyond its reasonable control, including acts of war, terrorism, civil unrest, government action, natural disasters, epidemics, or other events of force majeure, its performance shall be excused for the duration of the event, provided it uses reasonable efforts to resume performance. If the force majeure event continues for more than thirty (30) days, the non‑affected Party may terminate this DPA.

16.5 Amendment. This DPA may only be amended or modified, in a written instrument, signed by both Parties.

16.6 Severability. If any term of this DPA is found to be invalid, illegal, or unenforceable, the remaining terms shall remain in full force and effect so long as the material purpose of the DPA is not adversely affected. The Parties shall in good faith amend the DPA as necessary to reflect the original intent as closely as possible in a valid and enforceable manner.

16.7 Counterparts.  This DPA may be executed in any number of counterparts, each of which when so executed shall be deemed to be an original but all of which together shall constitute one and the same instrument. 

16.8 Entire Agreement. This DPA constitutes the entire agreement regarding the Processing of Personal Information for Telo AI’s provision of the Services and supersedes all prior agreements.

IN WITNESS WHEREOF, the Parties have caused this DPA to be executed by their duly authorized officers as of the dates set forth below.

INSTITUTION
Institution Name: ___________________________
Authorized Representative: __________________
Title: ____________________________________
Signature: ________________________________
Date: ____________________________________
TELO AI
Authorized Representative: __________________
Title: ____________________________________
Signature: ________________________________
Date: ____________________________________

Schedule A
Details of Processing

[bookmark: _heading=h.30j0zll]Purpose of Processing:
· For Telo AI to provide Services to Institution as outlined in this DPA, including:
· Educational Service Delivery
· Providing personalized learning experiences
· Generating educational content and lesson plans
· Delivering real-time feedback and assessments
· Creating adaptive learning pathways
· Operating AI-powered educational tools

· Platform Operation and Improvement
· Maintaining platform functionality and security
· Providing technical support to users
· Improving educational algorithms and AI models
· Generating anonymized analytics for platform enhancement

· Compliance and Safety
· Complying with legal obligations and regulatory requirements
· Ensuring Telo AI platform security and data protection
· Responding to safety emergencies as authorized by FERPA
· Supporting audits and compliance reviews

Processing Operations:
The Personal Information Processed will be subject to the following basic Processing activities as applicable in the performance of the Services: 
· Sending communications to users of the Services through Telo AI’s products and platforms;
· Capturing, storing data through Telo AI educational robotics;  
· Creating analytical data and assessments from  Institution Data; and 
· Any other operation Telo AI determines is necessary to provide Services to Institution. 

Processing Location:
· Telo AI Processes and stores Personal Information in the United States.  

Categories of Data Subjects
· Employees and contractors of Institution; 
· Authorized Users and other participants from time-to-time to whom the Institution has granted the right to access its systems and the Services; 
· Students (including their parents and guardians) of Institution; 
· Vendors of Institution; and 
· Other individuals to the extent identifiable in Telo AI robotics and products.

Categories of Personal Information:
· Academic Information
· Course enrollment and participation data
· Learning progress and performance analytics
· Assessment results and feedback
· Assignment submissions and interactions
· Learning pathway and milestone achievements
· Engagement Data (to the extent an individual data subject is identifiable)
· Platform usage statistics and patterns
· Time spent on learning activities
· Interaction frequency and duration
· Response patterns and preferences
· Learning behavior analytics
· Technical Data (to the extent an individual data subject is identifiable)
· Device information and system logs
· IP addresses and session information
· Telo AI Platform navigation and click-stream data
· Error logs and technical support interactions
· Communication Data (to the extent an individual data subject is identifiable)
· Messages between students and AI systems
· Feedback requests and responses
· Support ticket communications
· Voice interactions with AI assistants (if applicable)
· Robotics Data (to the extent an individual data subject is identifiable)
· Images and recordings from Telo AI robotics
· Audio recordings from Telo AI robotics
· Transcripts from Telo AI robotics 

Sensitive Personal Information:
· Not Applicable. 

Frequency of Processing: (e.g. whether the data is Processed on a one-time basis or continuous basis).
· The Personal Information is Processed on a continuous basis from Institution to Telo AI.
Personal Information Retention by Telo AI: 
· The Personal Information will be retained for as long as required in connection with the purpose of data Processing, business and legal needs, and will then be returned or securely destroyed upon Institution’s request in accordance with Telo AI’s data retention policies and procedures.

Subcontractor Details:
	Subcontractor
	Subject Matter
	Nature of Processing
	Duration of Processing
	Subcontractor Location

	LiveKit
	Infrastructure
	Collection, storage, use, disclosure, and deletion of Personal Information in connection with providing real-time communication services
	For the length of the Service Agreement and this DPA.
	United States (primary)

	Amazon Web Services, Inc.
	Hosting & Infrastructure
	Used as on-demand cloud computing platforms and APIs for hosting and storing Personal Information
	For the length of the Service Agreement and this DPA.
	United States, Seattle Washington 





2

